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MINISTERIO AR
[ R\ INSTITUTO NACIONAL DE

DE DEFENSA  (EEY) Techich aerocspncinc

PASR — Accidon Preparatoria de

Investigacion en Seguridad (2004-2006)

e |niciativa de la CE con los
objetivos:

-Seguridad de los ciudadanos
-Mejora de la competitividad
-Preparacion de ESRP

* 3 convocatorias de 15 mill €
cada una

* 2 tipos de acciones: proyectos (1
y 2 afios) y actividades de apoyo
(0,5 a 3 afnos)

EUROPERAN SECURITY

RESEARCH & INNOVATION

FORUM

ESRIF

Resultado | 2004 | 2005 | 2006

(funded)

Proyectos | 123 120 121
(/) (8) (8)
Actividades 50 36 44
de apoyo (5) (5) (/)
Total 173 | 156 | 165
(12) (13) (15)

Jornada UPV - Seguridad y Defensa Nacional - ESRIF




SECRETARIA DE ESTADO DE DEFENSA

EUROPERN SECURITY
= RESEARCH & INNOVUATION
MINISTERIO (IR INsTITUTO NACIONAL DE
DE DEFENSA \IlszA-

WHEEE Sjguientes pasos T
ESRIF

Confirmada la necesidad de financiar de forma especifica la |+D
en materia de Seguridad para hacer frente a las amenazas a las
gue esta expuesta la Sociedad actual

Comision Europea

NUEVA TEMATICA EN EL PROGRAMA MARCO: SEGURIDAD

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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EUROPERAN SECURITY

SECRETARIA DE ESTADO DE DEFENSA

RESEARCH & INNOUATION
oeoerenss (B noers i ESRAB y
European Security Research Advisory ESRIF

Board

Comité Asesor de la Comision en materiade I+D en  Seguridad
Duracion: Marzo 2005 —diciembre 2006

OBJETIVO : Formular recomendaciones a la Comision
*Prioridades del Plan Europeo de Investigacion en Se  guridad
«Capacidades tecnolégicas que se deben poseer.

*Aspectos estratégicos y operativos teniendo en cuen ta la experiencia de
la PASR

sIntercambio de Informacioén clasificada, derechos de Propiedad
Intelectual.

*Optimizacion del uso de infraestructuras publicas d e investigacion y
evaluacion en el PEIS.

sEstablecer una estrategia de comunicaciéon

Jornada UPV - Seguridad y Defensa Nacional - ESRIF



SECRETARIA DE ESTADO DE DEFENSA EUHOPEHH SEEUH”*
- RESEARCH & INNOVATION

W= Composicion ESRAB JaT
ESRIF

MINISTERIO
DE DEFENSA

CIVIL LIBERTY GROUPS EUROOPEAN
& THINK TANKS (4%)
(4%)

MEMBER
STATES
RESEARCH INSTITUTES (36%0)
& ACADEMIA

(28%)

Research

O European

Research
Insitutes

OMS - Research
OMS - Internal security

OMS - Defence
50 Internal

security

members* OlIndustry - ICT

Defence
Manufacturing

INDUSTRY (28%) * Combined membership of both ESRAB groups

O Industry - Manufacturing
O Industry - Biotech
O Research Institutes

OAcademia

O Civil liberties
OThink Tank

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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Demonstration
programmes

20
Integrated
Projects

120
Capzbility
projects
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SECRETARIA DE ESTADO DE DEFENSA

¥ MINISTERIO
_ DE DEFENSA

EUROPERN SECURITY

RESEARCH & INNOUATION
eersinstomnne : FORUM
Recomendaciones del ESRAB para :
estructurar la 1+D en Seguridad en el 7PM ESH'F
Mission(s)
& # A
x ° -
& Sf & Demostracion de sistemas de

sistemas

/

Desarrollo y validacion de
sistemas

Desarrollo tecnoldgico de
capacidades
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Low |
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http://ec.europa.eu/enterprise/security/articles/article_ 06 _09 25 tc_en.htm
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ESRIF

European Security Research and Innovation Forum (20  07-2009)

 Foro para el dialogo Publico-Privado establecido por la Comision Europea en 2007.

 El objetivo del ESRIF es el desarrollo de una Agenda Estratégica conjunta de
Investigacion e Innovacion en Seguridad . Un documento estratégico:

-Que describa el marco politico y legal de la Seguridad con una perspectiva de
amenazas y retos para los proximos 10-20 afnos

-Que valore el panorama futuro y las capacidades requeridas por las fuerzas de
seguridad civil y autoridades responsables

-Proponiendo soluciones basadas en la tecnologia y el conocimiento requeridas
para adquirir estas capacidades, encuadrando las amenazas en grupos
tecnoldgicos, extrapolando las soluciones a asuntos sociales y humanos
relacionados, aportando listas estructuradas de lineas de investigacion

-Aportando recomendaciones para activar los resultados de la investigacion

-Aportando recomendaciones adicionales para la cooperacion de la politica y de

la investigacion en Seguridad
Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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Del ESRAB al ESRIF: necesidades

1. Participacion de usuarios
2. Perspectiva a largo plazo (amenazas futuras; tecnologias emergentes)

3. De Investigacion (7°PM) a Investigacion e Innovacion

Innovacion requiere

B Misiones Europeas
cooperacion con otras DGs

(ejemplos)

- ° > . Infraestructuras Criticas

®
v

 Seguridad de Fronteras

®
\ 4

e  (Gestion de Crisis
4. Definicion de necesidades comunes por los usuarios

5. Promocion de un mercado europeo de Seguridad

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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Composicion actual ESRIF

ONGs, Think Tanks

Proveedores europeos 6% U suarios.

3%

Usuarios 17% 48%

Agencias,
Asociaciones 3%

Centros educativos
8%

Ministerios Interior

Centros de 1+DT 13%
entros (] 20%

PYME 2%

\__Ministerios Defensa
6%

Proveedores
46%

e _
Industria 17% Usuarios europeos 5%

Jornada UPV - Seguridad y Defensa Nacional - ESRIF

63 Miembros
(,Nacionales”
+ ,Europeos")

11% mujeres
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ESRIF

Espafia: 3 miembros
Carmen Rodriguez Augustin
Manel Medina

Seguridad 7PM
Comité de Programa

Francisco Villanueva
63 4

ESRIF

Publico — privado

Europeo — Nacional (UE MS + FP7 Paises asociados)
Usuarios — proveedores — sociedad civil

Varias areas de aplicacion y disciplinas

Chairman
+ 2 vice Chairmen

Equipo de Integracion —

200-300 >
ESRIF Grupos de Trabajo
Miembros Lideres & rapporteurs

Participantes

adicionales

(recomendados por los
Miembros) para cubrir

todos las areas

profesionales.

JOIMlalda UFV - Seguridad 'y beiclisa NalClOllal - ESKIF

Reuniones regulares

+ reuniones personales 4-8 times

por afio

15



\bles,

IpS

ress

Meeting| Date Primary focus

1 11 Sept 2007 Background information on therestaldisBSRIF,
options for its functioning, election of therehiaigmd deputies

2 12 Oct 2007 Definition & mandates of workin@Gguotn®, targets and schedules, delivers
leaders & rapporteurs, population); action plan

3 7 Dec 2007 Finalising the establishment of tigegnaukis and getting started;
ESRIF in the context of other organisatioimawnelsiint. / EU / nat.)

_ 5 March; 10 April 2008 Integration Team mee#agsviaf working groups’ progress

4 19-21 May 2008ISPRAapproach to mid (and long term) challengies) tilanntermediate status

invitation JRC report; gap analysis, schedule & action pian;aadisdjustment of working grod
_ 21 May 2008 Integration Team meeting for review of worgsigpgygress;
Week of 23 June 2008 | Chairman + deputies’ review of single drafiimtie negort

5 9 July 20( Finalise approach to long term chalintermediate status rep of the wor
prepare for presentation at SRC’08

_ 12 September 2008 Integration Team meetingvfof veuiking groups’ progress

_ 29/30 September 2008 SRC’08 in Paris

6 1 October 2008 ___ PARISsentation by chairméme day before; review of working groups’ prog
capabilities; targets and schedules; action plan

_ Jan, Apr, Jun, Aug ‘09 Integration Team meegngsva@f working groups’ progress

7 Feb 2009 Options for final report

8 May 2009 Review draft final report; schedate #aacti

9 July 2009 Freefmeal report planning of presentation and further communicatio

10 Sept 2009 (?) SWEDEN / SRC’PE883; conferenggresentation of final report, review of E

SRIF

work and its impact and recommendations foetHeSRIF expires




Grupos de trabajo ESRIF

*GT 1: Seqguridad de los ciudadanos

*GT 2: Seguridad de infraestructuras criticas

*GT 3: Seqguridad de fronteras

*GT 4. Gestion de crisis

*GT 5: Prevision y escenarios

*GT 6: CBRNE

*GT 7: Conciencia de situacion (incluye papel del espacio)
*GT 8: Identificacion de personas y activos

*GT 9: Asuntos de innovacion

*GT 10: Gobernanza y coordinacion

*GT 11: Dinamica humana y social de la Seguridad

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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WGL1: Seqguridad de los ciudadanos

‘Security of the Citizen’ aims inter alia to look at improving
technologies in the areas such as :

Terrorism and organised crime

Protection of soft targets (e.g. large scale events, crowds)
Urban security

Civil protection

Public health security (pandemics)

Cyber crime, on-line investigations

Public-private trusted information exchange models

Financial threats (e.g. currency manipulations, stock value
manipulations)

Non-proliferation of WMD and SALW

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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WG2: Seq. de Infraestructuras criticas

The aim of this WG is to improve the protection of critical infrastructure and

N -

© o~

utilities, such as:

. Energy infrastructures and supplies (including gas and water supply)
. Nuclear fuel-cycle industry (for radiological hazard)
. Information, Communication Technologies, ICT infrastructure (Communication

and information threats, manipulation of internet and communication
infrastructure, protection of virtual government sites & applications (e.g. e-
Voting))

. Water

Provision of food and safeguarding food safety and security
Health
Financial infrastructure (air/maritime/land; rail/ urban, citizens/cargo...)

. Transport

Chemical industry

10.Space
11.Research facilities

Agriculture related infrastructures

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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WG3: Seq. de fronteras

The challenge of this group is to address border security In
the context of integrated border management (Air, Land
and Sea borders). This includes e.q.:

Maritime surveillance, especially concerning small craft

Improved sensors for maritime and land surveillance, as
well as for scanning goods

Interoperability of border control technical systems and
organisations

Detection of anomalies in traffic and passenger flows

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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WG4: Gestion de crisis

This WG will look at the preparedness to react to man made and
natural catastrophes and will address e.qg.:

Risk and Crisis Management (e.g. Computer assisted exercises for
crisis and emergency management; integration among incident,
emergency and crisis management systems)

EU external Crisis Management

Integrated Early Warning from preparedness, prevention and alerting
to response and recovery.

Emergency Response

Communication with the public (112 Emergency Communications /
Response System)

Civil Military Cooperation and Civil-Military Emergency Planning
Intervention training

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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WG5: Previsidon y escenarios

This WG is relevant for and will give input to all the political
mission areas. In addition, it will also address the need for
research in support of foresight.

It will inter alia focus on:

«Scenario development methodology for different options of
the future

*Assessment of the scenarios and drafting of required
technology capabilities

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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WG6: CBRNE

« CBRNE will address technologies and (e.g. mobile
detection) methods to detect chemical, biological,
radiological, nuclear substances and explosives.

Jornada UPV - Seguridad y Defensa Nacional - ESRIF

23



WG7: Situation awareness
Including the role of space

This group will deal with situation awareness relevant to urban securit
homeland surveillance and peace enforcement scenarios.

It will inter alia consider:
* Present and needed sensors, based on ground, air and space
» Secure and reliable communications

* New rules and new technologies to foster information sharing —
identify adequate methods of information sharing

* An international cooperation framework regarding fusion of data
sources

e Intelligence surveillance

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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WGS: Identificacion de personas y activos

It will address inter alia:

Technologies for identification and authentication, mostly
related to forensics and physical access

Interoperability

Trust (-ability) / Confidence

Pseudonimity

Biometrics for identification

Anonymity and conditional revocation of anonymity

Awareness

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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WG9: Asuntos de Innovacion

It will address inter alia:

* European Security Industry and Technological Base (ESTIB), able to
provide all critical technologies and the European Security Equipment
Market (ESEM) incl. supply chain integration and SMEs

« Security Technology Market Enablement

* Supply chain management

e Standards

e Certification

« Capability related legal issues and regulations
« Converged Innovation Issues

 Take up of research results

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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WG10: Gobernanza y Coordinacion

This group will look at the coordination of security
research strategy and implementation between the
European Union and Member States and relevant
Institutions or organisations, such as

ESA, EDA, NATO.

This group should liaise with other groups in particular
with 5.

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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WG11: Dinamica humana y social de la
Sequridad

This group will deal with both security relevant developments in society
(such as radicalisation, the perception of (|n )security, etc.) as well as the
ethical dimension and the acceptance of “security solutions” or their impact
on individuals and society.

It will address the socio-economics and ethical aspects related to emerging
phenomena such as:

 Identity theft or spoofing
« Virtual "fake" identity of persons or organisations
* Protection of the security of virtual communities

o Security Sector Governance / Transformation to Integrated Security
Sector

* Privacy and data protection
o Security vs. civil liberties
 Human and social network security

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
28



Unirse a los grupos de trabajo...

EXPRESIONES DE INTERES dirigidas al LIDER y “RAPPORTEUR”

del WG con copia a BIRGIT BLASCH (Comision Europea):
Birgit. BLASCH@ec.europa.eu

El Lider del WG contacta “a posteriori” y puede pedir requisitos

adicionales (cv, datos de la institucion...)

WG Name Leader/
Rapporteur
1 Security of the citizens L ‘an Duyvendijk, Cees  [TNO +31-15-2697100; cees.vanduyvendijk@tno.nl;
H+31-15-2694951 c.van.duyvendijk@kpnplanet.nl
R ISuchier, Jean-Marc ISAGEM Securité +33-1-53231850 lean-marc.suchier@sagem.com
2 Security of critical L [Travers, Eleanor [Transport Security +353 87 227 3644 etravers@transportsecurity.ie
infrastructures [Solutions Ltd.
R Mey, Holger EADS +49 89 3179 4660 olger.mey@eads.com
3 Border security L Berglund, Erik FRONTEX +48-22-544-9621; lerik.berglund@frontex.europa.eu
[+48-667-667261
R Barontini, Giovanni Finmeccanica +39-06-32473310 niovanni.barontini@finmeccanica.com
4 Crisis management L Unger, Christoph BBK Bundesamt fur +49-1888-550-1000 Christoph.Unger@bbk.bund.de
Bevolkerungsschutz und
Katastrophenhilfe
R Prinz, Johannes 'Gio' FREQUENTIS +43-1-81150-0 ohannes.prinz@frequentis.com
5 Foresight and scenarios L Rintakoski, Kristiina [Crisis Management +358-9-4242810 Kristiina.rintakoski@cmi.fi
Initiative
R Ericsson, Anders FOI +46-8-5550 3747 leae @foi.se

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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ESRIF Nacional (2007-2009)

e Convocado en 2007 al inicio del ESRIF por sus
miembros espanoles.

« EXitosa experiencia previa ESRAB nacional (2005-
2006) Reconocimiento por parte de la CE

e 120 inscritos en su lista de distribucién: Industria,
PYMESs, Centros educativos y de investigacion,
Ministerios...

e Reuniones informativas periodicas (aprox. cada 2
meses)

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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Media participantes ESRIF Nacional

. . Asociaciones
Universidades

10%

42%

Ministerio

3% Industria

Defensa
13%

Ministerio Interior /
15%

OPIS
17%

@ Industria

m OPIS

0O Ministerio Interior
0O Ministerio Defensa
m Universidades

@ Asociaciones

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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ESRIF Nacional: Jornadas informativas

e 3 Jornadas informativas hasta la fecha:

12 reunion 22 Octubre de 2007. Sede: INTA
44 asistentes

22 reunion 27 Febrero de 2008. Sede: INTA
72 asistentes

32 reunion 9 Mayo de 2008. Sede: APPLUS+
48 asistentes

42 reunion ?? — proximamente

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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Contacto ESRIF Nacional

Carlos Prieto
prietosc@inta.es

Marta March
marcham@inta.es

Oficina de Proyectos Europeos
INTA

Jornada UPV - Seguridad y Defensa Nacional - ESRIF
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MUCHAS GRACIAS
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